Installing a Secure pcAnywhere 10.5 Host on Windows

Introduction

This is the procedure | used to set-up a secure pcAnywhere 10.5 host on Windows 2000
Professional. This procedure should work similarly for other versions of pcAnywhere
and Windows.

The primary benefit of this procedure is that is uses self-generated certificates for the
encryption. This means that you do not need to purchase the certificates from Verisign or
another company.

This information is provided as-is with NO WARRANTY expressed or implied. You
agree to use it at your own risk. The author(s) cannot be held liable for the use or misuse
of this information.

Procedure

Insert the pcAnywhere CD into the drive. This should automatically bring up a menu that
looks like this:

, symantec.

pcAnywhere’

afthe product manuals on this GO

B Symantec Trialware

Clizk here o link tc Syn BC'S ehsite

O pcAnywhere Tutorials Website
Clizk here o link tc Symantec p are Tutarials b
H Browse CD
c ontents of this CD

H Eyi

ation
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Select Install pcAnywhere 10.5. This will bring up a menu that looks like this:

9 symantec.

pcAnywhere’

B pcAnywhere for the Profe
Full product, including

H pcAnywhere for the Ind
bt b eP

B Return To Main Menu

Click lu relur Lo rrgin rrenu

Select LAN Host.
This will bring up a setup wizard.
Follow the instructions on the screens to install it.

Once finished, it will ask you to update the pcAnywhere software.

Allow it to run the update.

If it asks you to register the product, you can do so, or hit the Skip button.

Once the installation is finished, it will ask to restart the computer. Allow it to do so.
Once the machine reboots, you should see an icon on the desktop for Symantec
pcAnywhere. It should look like this:

P

Svmantec
poaryhere
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To use public-key encryption, we will need to generate a certificate for the host and each
of the remote users.

To create the certificate for the host, login to a Linux machine that has OpenSSL installed
and type these commands:
cd /usr/share/ssl/certs

make [TheNameOrIPofTheHost].pem For example, | used: 192 168 1_254.pem

Answer the following questions that will come up (I gave example answers here):
Country Name (2 letter code) [GB]:US

State or Province Name (full name) [Berkshire]:Texas

Locality Name (eg, city) [Newbury]:Plano

Organization Name (eg, company) [My Company Ltd]:JAMM Consulting Inc
Organizational Unit Name (eg, section) []:Web Services

Common Name (eg, your name or your server"s hostname) [1: [The IP address

or name of the server, for example 192.168.1.254]
Email Address []:admin@JAMMConsulting.com

Export the public key in a pkcs#7 file (substitute the name of your certificate in both

places | used it below):
openssl crl2pkcs7 -nocrl -certfile 192 168 1 254.pem -outform DER -out
192 168 _1_254_p7b

Create a pkcs#12 file to hold the private and public keys (substitute the name of your

certificate in both places I used it below):

openssl pkcsl2 —export —nodes —in 192 168 1 254._.pem —out
192_168_1_254_p12

This will ask you for an export password twice, hit enter without typing anything on both
inputs.

For each of the remote users, generate a certificate for them:
make [UserName].pem (Example: NeilAggarwal .pem)

Answer the following questions that will come up (I gave example answers here):
Country Name (2 letter code) [GB]:US

State or Province Name (full name) [Berkshire]:Texas

Locality Name (eg, city) [Newbury]:Plano

Organization Name (eg, company) [My Company Ltd]:JAMM Consulting Inc
Organizational Unit Name (eg, section) []:Web Services

Common Name (eg, your name or your server"s hostname) []: [The remote

user’s name, for example: Neil Aggarwal]
Email Address []:admin@JAMMConsulting.com

Export the public key in a pkcs#7 file (substitute your user’s name in both places I used it

below):
openssl crl2pkcs7 -nocrl -certfile NeilAggarwal .pem -outform DER -out
NeilAggarwal .p7b
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Create a pkcs#12 file for the public and private keys (substitute your user’s name in both

places | used it below):

openssl pkcsl2 —export —nodes —in NeilAggarwal .pem —out

NeilAggarwal .p12

This will ask you for an export password twice, hit enter without typing anything on both

inputs.

On the host machine, create a folder c:\Program Files\Symantec\pcAnywhere\Certs

Copy the host’s .p12 file into the Certs directory.

Copy the .p7b files for each of the remote users into the Certs directory.

Using Windows Explorer, navigate to the Certs directory.

Double-click on the .p12 file you generated for the host machine.
This will start the Certificate Import Wizard.

You should first encounter the Welcome panel for the wizard. It should look like this:

Certificate Import Wizard

Welcome to the Certificate Import
Wizard

This wizard helps you copy certificates, certificate brust
lists, and cettificate revocation lists From wour disk to &
certificate stare.

& certificate, which is issued by a certification authority, is
a confirmation of our identity and contains information
used bo protect data or to establish secure network
connections. & certificate store is the system area where
cettificates are kept.

To continue, click Mext,

< Back I Next = I Cancel

X

Hit the Next button.
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This will bring you to a panel asking for the file you want to import. It should look like

this:
Certificate Import Wizard x|

File to Import
Specify the file you wank to import,

File name:
CAPROGR A1 Symantecl PCARNY W11 Certs) 192 16~1.P12 Browse.., |

Moke: More than one certificate can be stored in a single file in the Following Formats:

Personal Information Exchange- PKCS #12 (PR, P12)
Cryptographic Message Svntax Standard- PECS #7 Certificates { P7E)

Micrasoft Serialized Certificate Store {.55T)

« Back I Mexk = I Cancel |

Confirm that the file name input is pre-filled with the full path to the .p12 file for the
host and hit the Next button.

This will bring you to a panel asking for the password to use for the private key. It
should look like this:

Certificate Import Wizard xl

Password
Ta maintain security, the private key was pratected with a password.

Type the password For the private key,

Password:

[ Enable strong private key protection. You wil be
prompted every time the private key is used by an
application if you enable this option,

¥ Mark the private key as exportable

< Back I Mext = I Cancel

Do the following:
1. Leave the password input blank
2. Ensure the Enable strong private key protection box is not checked
3. Check the box for Mark the private key as exportable
The result should look like the panel pictured above. When finished, hit the Next button.
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This will bring you to a panel asking for the certificate store to use. It should look like
this:
x|

Certificate Store

Certificate stores are syskem areas where certificates are kept.

Windows can automatically select a certificate store, or vou can specify a location For
" Aukomatically select the certificate store based on the type of certificate
¢ Place all certificates in the following store

Certificate stare:

Personal Browse. .. I

< Back | Mext = | Cancel |
Do the following:
1. Select the radio button for Place all certificates in the following
store

2. Hit the Browse button
3. On the choose dialog that comes up, select the Personal store and hit the OK
button to close the browse dialog
The result should look like the panel pictured above. When finished, hit the Next button.

This will bring you to the Completing the Certificate Import Wizard panel. It should look
like this:

Certificate Import Wizard x|

Completing the Certificate Import
Wizard

You have successfully completed the Certificate Import
wizard,

‘ou have specified the following settings;

Certificate Stare Selected by User  Persanal

Content PR

File Mame CHPROGRAA~ 1 Symar
s | ja|

« Back I Firishy I Cancel |

Hit the Finish button.
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You should get a dialog stating that the import was successful. It should look like this:

Certificate Import W x|

@ The import was successful,

Hit the oK button to close it.

Using Windows Explorer, navigate to c:\Program Files\Symantec\pcAnywhere and
double-click on the MachKey .exe program. This will bring up a window that looks like
this:

.;""' MACHKEY Certificate Copy Ukilik il

Uz thiz utility to copy certificates from the uzers perzonal WY
store bo the local MACHIME store. vou may alzo choose to
delete a certificate fram the local MACHIME store by right
clicking on it and zelecting the Delete option.

MY hare
lzsued To | |sauer | Email | Expire D ate
B 192165, 1921681, admin@lA.. 12/27/03 ..

1 [+

| Copy to Machine Store I
MACHIME store
lzzued To | lzzuer | E mail | E xpire D ate
0192168, 1921681, admin@JA.. 1242703 ..

1 i

This shows you a listing of the certificates in your personal store and the machine’s store.
We need to copy the host certificate we just imported into the machine store. To do so,
select the certificate with the host computer’s name or IP address and hit the Copy to
Machine Store button. This will add the certificate to the machine store as shown in the
picture above. When finished, close the MachKey utility.

Copy the certcons.exe file from c:\Program Files\Symantec\pcAnywhere into the
Certs directory you created earlier.

Go to a DOS prompt and do the following:
cd c:\Program Files\Symantec\pcAnywhere\Certs

certcons pca.store [The names of each of the remote user’s .p7b files, separated by
spaces]
Exit the DOS prompt.
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Double-click the pcAnywhere icon it to run it.

J¥ pcAnywhere Manager

If it asks you to register the product, you can do so, or hit the Skip button
Once pcAnywhere loads, you will get this screen:

File Edit Wiew Tools Help

=10l x|
= & ’ symantec..
Hosts Exit =
8 X E| =B
(&
Add Host MET'WORE,
CAEBLE, DsL
For Help, press F1 ,_,_,_ A
Right-click on the host icon for Network, Cable, DSL and select Properties

This will bring up a dialog to allow you to configure the host’s properties. The first panel

you encounter will be for setting up the connection. It should look like this:

Connectian Infa | Settings I Callers I Security Options I Conference I Frotect ltem I

Xl
Chooze up to bwo dewices for thig connection item by checking the bowkes to the left of the
device names.
To customize a device, click the device name and then click Details,
Device list:
I 5P [etails... |
[] NetBIOS
TCP/IP
ok I Cancel Apply Help
Confirm that TCP/1P is checked.
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Click on the settings tab. This should bring up this pane:

pchAnywhere Host Properties: NETWORK, CABLE, DSL ll
Connection Info Settings | I:allelsl Security Dptionsl Ennferencel Protect Iteml
— Host startup —Moden connection
V¥ Launch with \Windows
I Lock NT Wnrkstatlnn Callback delay: |10 = seconds
V¥ Fiun minimized
¥ Funas & semvice
—&fter an abnommal end of session; —&fter a normal end of session:
wigt [0 = minutes for curent uzer to
= reconnect, then...
¢ wiait for anyone %" Wit for anyone
" Cancel host " Cancel host
—I and secure by I and secure by
% [ ogoff user %) |Logoff uzer
" Festart host computer ) Festart host computer
£ Lock W wiorkstation 7 Lock NT wWiorkstation
—1 | Wze directany sevizes
| [~
k. I Cancel | Apply | Help |

Check the box to Launch with Windows. It should look like the panel pictured above.

Click on the callers tab. It should bring up a panel that looks like this:
|

Connection Infol Settings  Callers | Security Dptionsl I:anerencel Protect Iteml

Authentication type:

Caller list:
NS -
Tarne | Zallback |

o]

Caricel Apply Help
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We need to create accounts for each of the remote users that will be logging into the host

machine.

To create an account for a user, do the following:
Hit the New Item icon. It should look like this: =

This will bring up a dialog to allow you to configure the user’s account. The first
panel you should see is the Identification panel. It should look like this:

pcAnywhere Caller Properties: New Caller

|dentification |Callback| Privileges' Protect Item|

Lagin Marne: |neil

Pazzword: I

Canfirm Paszwaord:

x|

o]

Cancel |

Apply | Help

Fill in the user’s login and password in the fields provided.
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Click on the Privileges tab. This will bring up a dialog to allow you to set the
privileges this use has. It should look like this:

pcAnywhere Caller Properties: New Caller ll

Identfication | Calback ~Privileges |Pr0tect Item |

— Caller right
' Syuperuzer - caller has full access rights to host machine
€ Specify individual caller ights

¥ | &llawscaller to Blank screen ¥ | Allawscaller b upload files
| &llow caller to cancel host ¥ | &llow caller to dowrload files
¥ | &llow caller to restart host ¥ | &llow use of ChlsBreak
Tirne lirnits:

I | Limit time allowed per session: I 3: TiLEEs:

¥ | Ealler subiect bojinactiity memut
Set Drivesccess. . |

Command to execute after connect: |

ak I Cancel | Apply | Help |

If you want this user to have full access to the host machine, select the radio
button for Superuser.

If you want to restrict what this user may do, select the radio button for Specify
individual caller rights and select what rights you would like the caller to

have.

Click on the Protect Item tab. You should get a panel that looks like this:

pcAnywhere Caller Properties: New Caller |

Identificationl Eallhackl Privileges  Probect lkem I

% Pleasze enter the pazsword pou will use ta pratect this item.

If ho password is entered, anyone who has access to this PC can view, execute or
rmodify this itam.

Pazzwaord: I

Confirm password: I

™ Requited to view properties

ak. I Cancel | Apply I Help I

Because this is a server, we do not want any user to be able to modify the rights
we are assigning to them or other users. Therefore, it is important to require a
password before allowing anyone to modify the properties we just set-up. To do
this, enter a password in the two password boxes (The second password box will
become accessible when you enter a password in the first one) and check the box

next to Required to modify properties.
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Hit the oK button on the caller properties dialog. This will bring up a dialog
asking for the password to this caller’s properties file so it may write to it. It
should look like this:

pcAnywhere

Enter pazsward for file:

M e Caller

Cancel

x|
_ Concd |

Enter the password you just created in the Protect Item panel above and hit the
OK button.

This will close the caller properties dialog and drop you back into the Callers tab
of the host’s properties. You should see the caller you just created in the listing of
callers.

Click on the security Options tab. You should get a panel that looks like this:

pcAnywhere Host Properties: NETWORK, CABLE, DSL 5[
Connection Info I Settings I Callers  Security Options | Conference I Protect [tem |
— Connection option Session options
I~ Elank FE sereen after connection Kewboard/mouse active during session:
[~ Prompt to confirm connection IHost and Femate j
Timeaut I 3: secarids [ Disconnect if inactive
I™ | Disconnect ik neout Timeaut: I 3: rminutes
— Login options Encrpption
¥ take passwords case sensitive Level:
| Public key i
W Limit login attempts per call [ Dieny lower encruption level
[ET e |3 3: ™ Encrypt user ID and password only
Private key container:
v Limit time to complete login I j
Timeout: |3 3: minutes Certific:ate common name:
Fublic key Encryption ‘Wizard... |
u] I Cancel Apply | Help |

Do the following:

1.

2.
3.
4

Check the box next to Make passwords case sensitive

In the encryption area, select Public key under the Level selection box
Check the box next to Deny lower encryption level

Make sure the box next to Encrypt user 1D and password only is not
checked

Hit the button for Public key Encryption Wizard
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This will bring up the Public Key Encryption Wizard. You should get a screen that looks
like this:

pcAnywhere Encryption Wizard - Introduction ﬂ

“Wwelcome to the podnpwhere Encrpption Wizard. Thiz
wizard will help you configure settings to enable you to
uze public key encryption for a secure connection.

The wizard assumesz that you already hawve pour own
perzonal certificate from a certificate authority [Ca)
and certificates for machines you wizh to connect to,

To learn more about using public key encryption with
potinpwhere, please refer to the podnpwhere User's
Guide or Administrator's Guide.

< Back I Mest » I Cancel Help

Hit the Next button.

This will bring you to a panel to select the host’s certificate. It should look like this:

pcAnywhere Encryption Wizard - Select Your Certificate ﬂ

poanywhere needs to know certificate information
about thiz computer. Please select a certificate to
authenticate this computer, and then click Mext.

lzsued To | lzsuer | Emnail
[ 152.168.1.254 192.168.1.254 admindE

‘ | |

en |F there are certificates migsing from the certificate
@\ lizt, it may be becausze it's key container needs o
be copied ta & global machine key container.
Please click on Help for more information.

< Back I Mext » I Cancel | Help |

Check the box next to the certificate for the host machine and hit the Next button.
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This will bring you to a panel to select your certificate store. It should look like this:

pcAnywhere Encryption Wizard - Certificate Store ﬂ

poinywhere now needs bo know certificate information
about the computer you will be connecting to.

You may specify either an individual certificate file, or a
certificate store. [Certificate stores are groups of
individual certificates. |

Path ta an individual certificate file, or to a certificate
share:

Symantechporuwhers  Certshpra. store Browse... |

»  This information is shared between all
.. podnywhers connection objects. You can
radify this infarmation in poinywhere Optiohs.

< Back I et » I Cancel | Help |

Hit the Browse button. In the chooser dialog that comes up, navigate to the pca.store
file in the Certs directory and hit oK to close the chooser dialog. When finished, hit the

Next button.

This will bring you to a confirmation pane that looks like this:

pcAnywhere Encryption Wizard - Finished il

You have complated the Encryption “Wizard. The
wizard will mow get thiz connection object to use
public: key encryption.

< Back I Finizh I Cancel Help

Hit the Finish button.
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pcAnywhere Host Properties: NETWORE, CABLE, DSL

Eonnectionlnfol Setlingsl Callers  Security Options IEanerenceI F'n:nlectlteml

— Connection optiohs

™| Blank PE screen after conrection

[™ Prompt to confim connection

Tiimeout: I 3: zeconds

[T Dizcontect i imeout

— Login options

v Make passwords case sensiive

¥ Limit login attempts per call

b a=irnuim; |3 3:

[W Limit time to complete login

Timeout: |3 3: mintes

Seszzion options

Feyboard/mousze active during zeszion;

IHDst and Remote j

[ Disconnect if inactive

I 3: mifutes

Timeout:

Encryption
Lewel:

| Public key |
W Deny lower encryption level
[ Enciypt user ID and passward only

Frivate key container:
I {514C45E8-37B9-44C4-4FFE-455EERBE j

Certificate common name:
[1592.166.1.254

| FPublic: Key Encyption *fizard... I

x|

0k,

Cancel Apply Help
| |

This will take you back to the Security Options tab in the properties for the host. It
should look like this:

Note that the Private key container and Certificate common name inputs have
been filled-in.
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Click on the Protect Item tab. You should get a panel that looks like this:

pcAnywhere Host Properties: NETWORK, CABLE, DSL ﬂ

Eunnectiunlnfol Settingsl Eallersl Security Dptiu:unsl Conference  Protect Item |

Pleaze enter the pazsword you will uge to protect this item.
[f o password iz entered, anyone who hag access to this PC can view, execute o
madify thiz item.

Pagzzword:

Ixxxxxxx

Confirm password: |**xx=<=<=<

™ Required to view properties

I” | Fequired ta erecute

¥ ‘Required to modify properties

Ok I Cancel | Apply | Help |

Once again, because this is a server, we do not want any user to be able to modify the
host’s configuration. Therefore, it is important to require a password before allowing
anyone to modify the properties we just set-up. To do this, enter a password in the two
password boxes (The second password box will become accessible when you enter a
password in the first one) and check the box next to Required to modify properties.

Hit the oK button on the host properties dialog. This will bring up a dialog asking for the
password to this host’s properties file so it may write to it. It should look like this:

%
Enter pazsward for file:

NETWORK, CAELE, DSL

Cancel

Enter the password you just created in the Protect Item panel above and hit the oK
button.

This will close the host’s properties dialog and drop you back into the main screen for
pcAnywhere.
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Double-click on the Network, Cable, DSL host to initialize it and make sure everything
works.

Exit pcAnywhere and reboot the computer.

When the computer comes up, there should be an icon in the system tray stating that
pcAnywhere is waiting for a connection.

Setting up Driver for Remote Printing

If you would like to print to a local printer while remotely logged into the server,
pcAnywhere supports remote printing.

To set-up the driver on ther server, do the following:
Click on the start button on the bottom right corner of the screen. It should look like

this:
§i5tart|

In the menu that comes up, select Settings. It should look like this:

I% Settings

In the menu that comes up, select Control Panel. It should look like this:

(%] Control Panel
This should bring up the control panel window.

Once in the control panel, double-click on the Printers icon. It should look like this:
Fa— —

2

Prinkters

This will bring up a window that shows you the current printers installed on the
computer. Double click on the Add Printer icon. It should look like this:

)

Add Prinker
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This will bring up the Add Printer wizard. It should look like this:

Add Printer Wizard

Welcome to the Add Printer
Wizard

This wizard helps you install a printer or make printer
connections.

To continue, click Next.

< Back I Mext > I Cancel

Hit the Next button on the introduction screen.

This will bring up a screen asking if the printer is a local or network printer. It should
look like this:

Add Printer Wizard

Local or Network Printer
|z the printer attached to your computer?

If the printer is directly attached ta your computer, click Local printer. If it is attached ta
another computer, or directy ta the networke, click Metwork printer

& Lacal printer
I~ Automatically detect and install mp Plug and Play printer
 Network printer

< Back I MNext > I Cancel |

Select the radio button for Local printer, make sure the checkbox for Automatically
detect and install my Plug and Play printer is not checked, and hit the Next
button.
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This will bring up a window to select the printer port. It will look like this:
pdaprinterwigard |

Select the Printer Port
Computers communicate with printers through ports

Select the port you want your printer to use. |f the port iz not listed, you can create a
rew port.

= Usze the following port:

Paort | Description | Frinter |:|
COMZ: Serial Port
COM4: Serial Port
FILE: Frint ta File J

Fho: Print ta FAx, part 4 ail Rendering Subsystem
I

[ it
it | aeal Pert Zetatay Favkarns Prinksr = |
Mote: Most computers use the LPT1: part to communicate with a local printer.

" Create a new port:
Tupe: Fax Monitor Port j

< Back I Mext » I Cancel |

Select the PCAW: port and hit the Next button.

This will bring up a dialog to select the printer driver for the remote printer. It should
look like this:

Add Printer Wizard
The manufacturer and model determing which printer to use.

(‘? Select the manufacturer and model of pour printer. [F your printer came with an installation
.IJ ¥ disk. click Have Disk. If your printer is not listed, consult pour printer documentation fior a
compatible printer.

Manutacturers: Printers:
Epson | [HP Desklet 880C |
Fujitsu HF Desklet 8232C
GCC —I | HP DesklJet B90C iy
Generic
Gestetrer L
HF C:e
[I=1¥} LI HE Nask lak 70w LI

“windows Update | Have Dizk... |

< Back I Hest > I Cancel |

Select the manufacturer and printer model of the remote printer (I have illustrated this
example with an HP DeskJet 895Cxi) and hit the Next button.
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This will bring up a window asking you to name the printer. It should look like this:

Add Printer YWizard

Mame Your Printer

“'ou must assign a name for this printer. :

Supply a name for this printer. Some programs dao not suppart server and printer name
combinations of more than 31 characters.

Printer name:

Do pou want your Windows-bazed programs ko uze thiz printer az the default printer?
 Yes
@ Mo

< Back I Nest » I Cancel |

Give the printer a name, make sure you select the radio button for No under Do you want
your Windows-based programs to use this printer as the default printer?

and hit the Next button.

This will bring up a window asking if you would like to share the printer. It should look
like this:

Printer Sharing
“Y'ou can share thiz printer with other netwark, users.

Indicate whether you want this printer to be available to other users. If you share this
printer, yau must provide a share name.

< Back I Nest » I Cancel |

Select the radio button for Do not share this printer and hit the Next button.
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This will bring up a window asking for you to print a test page. It should look like this:
padprinter wizord |

Print Test Page
To confirm that the printer is installed properly, you can print a test page.

Do you want ta print & test page?

< Back I Mext > I Cancel

Select the radio button for No and hit the Next button.

This will bring up a window to tell you that you have completed the Add Printer Wizard.
It should look like this:

Add Printer Wizard

Completing the Add Printer
Wizard
Tou have successfully completed the Add Printer wizard.

“f'ou specified the following printer settings:

Name: HF DeskJet B35Cx
Shared az: <MNot Shared:>

Part: PCAW,

Maodel: HF DeskJet BI5Cx
Default: No

Test page: No

To close this wizard, click Finish.

< Back I Finish I Cancel |

Hit the Finish button. This will install the driver and close the Add Printer Wizard.

Now, when you are connected to the host from a remote machine, you will be able to
print to the default printer on the remote computer from windows programs running on
the host by selecting the printer you just installed on the host machine.

Setting up Remote Printing from DOS programs

To set-up remote printing from DOS programs to a remote printer driver you set-up using
the procedure above, you will need to create a mapping from the Ipt1: printer port to the
remote printer driver.
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Click on the start button on the bottom right corner of the screen. It should look like

this:
§i5tart|

In the menu that comes up, select Settings. It should look like this:

I% Settings

In the menu that comes up, select Control Panel. It should look like this:

(%] Control Panel
This should bring up the control panel window.

Once in the control panel, double-click on the Printers icon. It should look like this:

Prinkers

This will bring up a window that shows you the current printers installed on the
computer. There should be an icon for the remote printer driver. It should look like
similar to this:

PCaAnywhere
HP Desklet
= el |

Right-click on the icon for your remote printer. This wil bring up a menu. From that
menu, Select Sharing. Open

Set as Default Prinker
Printing Preferences. ..

Pause Prinking
Cancel Al Documents

sharing. ..
se Printer OFfline

Paste

Create Shorbcuk
Delete
Renarne

Properties
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This will bring up a window to allow you to share the printer. It should look like this:

| &% PCAnywhere HP DeskJet 895Cxi Properties

Color Management I Security I Device Settings I Services
General Sharing I Ports | Advanced

PCamuwhere HF Desklet 835«

Mot shared
% Shared as:

¥ List it the Directary

Dirivers for different versions of Window

If this printer iz shared with users mnning different versions of
“windows then you will need to inztall additional drivers for it.

Additional Drivers... |

Ok I Cancel | Apply |

Select the radio button next to Shared as:, give it a name, and hit the oK button. This
will close the sharing properties window.

Now, find out the name of the host computer. To do so, double-click on the System icon
in the Control Panel. It should look like this:

Svskem
Click on the Network Identification tab in the System Properties window. The
computer name will be next to a label Full computer name:. You will need to make a
note of the full computer name. Once finished, close the Control Panel window.

Next, create a batch file to install the mapping of the Ipt1: printer port to the remote
printer driver. It should have this content:

net use Iptl: \\[Full Computer Name]\[Share name] /persistent:yes

For example, if you host computer’s name is myHost and you gave the remote printer a
share name of pcaPrinter, the batch file should contain this content:

net use Iptl: \\myHost\pcPrinter /persistent:yes
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Finally, create a batch file to remove the mapping of the Iptl: port. It should contain this

content:
net use Iptl: /delete

Let JAMM Consulting secure your network
and systems!

Visit us at http://www.JAMMConsulting.com for examples of our work
and how we can grow your business.

JAM
2 APM
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