Installing a Secure pcAnywhere 10.5 Remote
on Windows

Introduction

This is the procedure | used to set-up a secure pcAnywhere 10.5 remote on Windows
2000 Professional. It should work similarly for other versions of pcAnywhere and
Windows.

This information is provided as-is with NO WARRANTY expressed or implied. You
agree to use it at your own risk. The author(s) cannot be held liable for the use or misuse
of this information.

Assumptions

1. The host has already been set-up
2. There is a caller account already set-up on the host for this remote user
3. Certificates for the host and remote have already been generated

Procedure

Insert the pcAnywhere CD into the drive. This should automatically bring up a menu that
looks like this:

, symantec.

pcAnywhere’

O Symantec Trialware Website

Clizk here o li = T

= pcAnywhere Tutorials Website

Clizk here o link tc Symantec p are Tutarials b

H Brovse CD

ontents of this CD

O Exit

Clizk here o exit the application
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Select Install pcAnywhere 10.5. This will bring up a menu that looks like this:

9 symantec.

pcAnywhere’

B pcAnywhere for the Professio
Full product, including £ Host restricted to

& pecAnywhere f
Full product, without pc. Fackaper

B Return To Main Menu

1 furiclivr=lily o Click L relur Lo rogin g
mote

ionality to

Select Remote Only.
This will bring up a setup wizard.
Follow the instructions on the screens to install it.

Once finished, it will ask you to update the pcAnywhere software.

Allow it to run the update.

If it asks you to register the product, you can do so, or hit the Skip button.

Once the installation is finished, it will ask to restart the computer. Allow it to do so.
Once the machine reboots, you should see an icon on the desktop for Symantec
pcAnywhere. It should look like this:

P

Svmantec
poaryhere

Create a folder c:\Program Files\Symantec\pcAnywhere\Certs

Copy the _p12 file for the remote user into the Certs directory.
Copy the _p7b file for the host into the Certs directory.

Using Windows Explorer, navigate to the Certs directory.
Double-click on the _p12 file for the remote user.

This will start the Certificate Import Wizard.
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You should first encounter the Welcome panel for the wizard. It should look like this:

Certificate Import Wizard x|

Welcome to the Certificate Import
Wizard

This wizard helps wou copy certificates, certificate brusk
lists, and certificate revocation lists from wour disk to a
certificate store,

& certificate, which is issued by a certification authority, is
a confirmation of wour identity and contains information
used ko protect data or to establish secure network
connections. & certificate store is the system area where
certificates are kept.

To continue, click Mext.

= Bach: I Mexk = I Cancel

Hit the Next button.
This will bring you to a panel asking for the file you want to import. It should look like

this:
x|

File to Import
Specify the file you wank to import,

File name:

A PROGR A~ Symantec PCANY W~ 11 Certsi NEILAG~1. P12

Browse.., |

Moke: More than one certificate can be stored in a single file in the Following Formats:
Personal Information Exchange- PKCS #12 (PR, P12)
Cryptographic Message Swntax Standard- PECS #7 Certificates { P7E)

Micrasoft Serialized Certificate Store {.55T)

« Back I Mexk = I Cancel |

Confirm that the file name input is pre-filled with the full path to the .p12 file for the
remote user and hit the Next button.
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This will bring you to a panel asking for the password to use for the private key. It

should look like this:
x|

Password
To maintain security, the private key was protected with a password,

Type the password for the private key.

Passwiord:

[ Enable strong private key protection. You wil be
prompted every time the private key is used by an
application if you enable this option.

v Matk the private key as exportable

< Back. I Mexk = I Cancel

Do the following:
1. Leave the password input blank

2. Ensure the Enable strong private key protection box is not checked

3. Check the box for Mark the private key as exportable

The result should look like the panel pictured above. When finished, hit the Next button.
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This will bring you to a panel asking for the certificate store to use. It should look like
this:
x|

Certificate Store

Certificate stores are syskem areas where certificates are kept.

Windows can automatically select a certificate store, or vou can specify a location For
" Aukomatically select the certificate store based on the type of certificate
¢ Place all certificates in the following store

Certificate stare:

Personal Browse. .. I

< Back | Mext = | Cancel |
Do the following:
1. Select the radio button for Place all certificates in the following
store

2. Hit the Browse button
3. On the choose dialog that comes up, select the Personal store and hit the OK
button to close the browse dialog
The result should look like the panel pictured above. When finished, hit the Next button.

This will bring you to the Completing the Certificate Import Wizard panel. It should look
like this:

Certificate Import Wizard x|

Completing the Certificate Import
Wizard

You have successfully completed the Certificate Import
wizard,

‘ou have specified the following settings;

Certificate Stare Selected by User  Persanal

Content PR

File Mame CHPROGRAA~ 1 Symar
s | ja|

« Back I Firishy I Cancel |

Hit the Finish button.
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You should get a dialog stating that the import was successful. It should look like this:

Certificate Import W x|

@ The import was successful,

Hit the oK button to close it.

Using Windows Explorer, navigate to c:\Program Files\Symantec\pcAnywhere and
double-click on the MachKey .exe program. This will bring up a window that looks like

this:

& MACHKEY Certificate Copy UEilit x|

|Jze this utility to copy certificates from the uzers perzonal kY
stare ta the local MACHIME store. You may alzo choose to
delete a certificate from the local MACHIME store by right
clicking on it and selecting the Delete option,

F* store
lzzued To | |z5L0Er | E il | Expire Date
H Meil Agg.. Meldoggar.  admind@)a..  12/26/03 .

4] | >

| Copy ta Machine Stare I
MACHIME store

lzzued To | lzzuer | E rnail | Expire Date

O MeilAgg... Melldoggar..  admin@ub..  12/26/03 .

<] | ]

This shows you a listing of the certificates in your personal store and the machine’s store.
We need to copy the remote user certificate we just imported into the machine store. To
do so, select the certificate with the remote user’s name and hit the Copy to Machine
Store button. This will add the certificate to the machine store as shown in the picture
above. When finished, close the MachKey utility.

Copy the certcons.exe file from c:\Program Files\Symantec\pcAnywhere into the
Certs directory you created earlier.

Go to a DOS prompt and do the following:
cd c:\Program Files\Symantec\pcAnywhere\Certs

certcons pca.store [The name of the host’s .p7b file]
Exit the DOS prompt.
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Double-click the pcAnywhere icon on the desktop it to run the program.
If it asks you to register the product, you can do so, or hit the Skip button.

Once the program runs, you will get a screen that looks like this:

JF pcAnywhere Manager i [m] 3]
File Edit Yiew Tools Help
& @ , symantec.
Remotes Exit :
alxe|e| 8-
METWORE,
CABLE, DaL
gl
= qf_é-:.,"’

For Help, press F1

Remote Control and File Transfer

s

Double-click on the Add Remote icon.
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This will bring up a dialog to allow you to configure a new remote session. The first
panel you encounter will be for setting up the connection. It should look like this:

pcAnywhere Remote Properties: New Remoke 5[

Connection Info | Settingsl Automated Tasksl Security Dptiu:unsl Frotect Iteml

_\@,_ Pleaze select a device for thiz connection item.
’ To customize the device click Details.

Device list:

[ Actiontec 5K Modem Details... |

[ Com1
L comz
[ Com3
L1 Ccoma
[ 5P

[ MetBIOS

[T15S0M wia CaPl 2.0

[~ Launch in File Transfer mode

] I Cancel Help

Confirm that the TCP/1P device is checked.
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Now, click on the Settings tab. You should get a screen that looks like this:

pcanywhere Remote Properties: New Remote

Connection Info Settings |.l'-‘l.utu:umated Tasksl Security Dptiu:unsl F'n:uteu:tlteml

% Network host PC to contral or IP address: |1 92168.1.254

£ Use directony services: I j Filker. .. |

= Phone number af host PE ta contral

% |Uze disling properties and phane number Dialing Froperties... I
frea Lade; Fhone number: [Countiy Code;
I g United States of Amernica [1) j
" ze manually entered prefiz, area code, and phone number:

— Laogin information

v Automatically login bo host upon connection

Login name: Ineil

Pazsword: I ********

Dramain: I

— Connection options

Murber of connection attempts: IU 3: Seconds between retries: IU 3:

X

QK I Cancel | Help

Do the following:

1.

2.

3.
4.

5.

Fill in the Network host PC to control or IP address inputto the IP

address or name of the host machine.

Under the Login information area, check the box to Automatically login to

host upon connection

Enter your login name in the Login name input
Enter your password in the Password input
Leave the Domain input empty

When you are finished, it should look similar to the panel pictured above.
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Now, click on the Security Options tab. You should get a screen that looks like this:

pcanywhere Remote Properties: New Remoke ﬂ

Connection Inful Setting&l Automated T asks  Secuity Options I Protect Iteml

— Enciyption
Lewvel:

Public key
v Dery lower encrpption level

Private key container:

| ~
Certificate common name:

| Public K.ey Encioption Ywizard... I

0k I Cancel Help

Do the following:
1. For the Level selection box, choose Public key
2. Check the box for Deny lower encryption level
3. Hit the button for the Public key Encryption Wizard

This will bring up the Public Key Encryption Wizard. You should get a screen that looks
like this:

pcAnywhere Encryption Wizard - Introduction 5[

“welcome to the podnpwhere Encreption Wizard, Thiz
wizard will help you configure zettings to enable you to
uze public: key encryption for a secure cohnection.

The wizard azsumes that you already have pour own
perzonal certificate from a certificate authority [Ch)
and certificates for machines you wizh to connect ta.

To learn more about wsing public key encryption with
pohnpwhere, please refer to the podinpwhere User's
Guide or Administrator's Guide.

< Back I Mest » I Cancel Help

Hit the Next button.
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This will bring you to a panel to select your certificate. It should look like this:

pcAnywhere Encryption Wizard - Select Your Certificate 5[

podnpwhere needs to know cetificate infarmation
about this computer. Please select a certificate to
authenticate this computer, and then click Mexst.

|zsued To | | z511ET | E mail
B Meil Agganwal Meil Agganwal adminiz

4 | |

< Back I Mest > I Cancel | Help |

Check the box next to the certificate for the remote user and hit the Next button.

This will bring you to a panel to select your certificate store. It should look like this:

pcAnywhere Encryption Wizard - Certificate Store ﬂ

poinywhere now needs bo know certificate information
about the computer you will be connecting to.

You may specify either an individual certificate file, or a
certificate store. [Certificate stores are groups of
individual certificates. |

Path ta an individual certificate file, or to a certificate
share:

Symantechporuwhers  Certshpra. store Browse... |

»  This information is shared between all
.. podnywhers connection objects. You can
radify this infarmation in poinywhere Optiohs.

< Back I et » I Cancel | Help |

Hit the Browse button. In the chooser dialog that comes up, navigate to the pca.store
file in the Certs directory and hit oK to close the chooser dialog. When finished, hit the

Next button.
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This will bring you to a confirmation pane that looks like this:

pcAnywhere Encryption Wizard - Finished il

You have complated the Encryption “Wizard. The
wizard will mow get thiz connection object to use
public: key encryption.

< Back I Finizh I Cancel | Help |

Hit the Finish button. This will take you back to the Security Options tab in the
properties for the new remote session. It should look like this:

pcAnywhere Remote Properties: New Remoke 5[

Connection Infol Settingsl Automated Tasks  Security Options | Frotect Iteml

— Encryption
Level:

[ Public key i

V¥ Deny lower enciyption level

Frivate key container:
I {23C01102-044C-4C08-2400-1 4EEDEA5Ij

Certificzate common name:

INeiI Agagarwal

| Public: F.ey Encrpption ‘Wizard... I

] | Cancel Help |

Note that the Private key container and Certificate common name inputs have
been filled-in. When finished, hit the oK button.
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This will create an icon for the new remote connection and prompt you to fill in a name
for the connection. Give it the name or IP address of the server. It should look like this:

J7 pcAnywhere Manager [
File Edit view Tools Help

R{ S @ ’ symantec.

Exit
alxXe e 8-

s & & & &

Add Remote  JEEREENN DIRECT MODEM METWOREK,
254 CABLE, DSL

Remote Control and File Transfer
For Help, press F1 ’_I_I_ A

Double-click on the remote icon you just created to connect to the host computer.

Let JAMM Consulting secure your network
and systems!

Visit us at http://www.JAMMConsulting.com for examples of our work
and how we can grow your business

JAMM
2 A
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